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[1. Preface

This book provides an introduction to the CLEARSY Safety Platform (CSSP in short). It is aimed
at easing the development and the deployment of safety critical applications, up to SIL4. Itis
made of an integrated software development environment (IDE) and a hardware platform that
natively integrates safety principles. It relies on the smart integration of formal methods (including
mathematical proof), redundant code generation and compilation, and a hardware platform that
ensures a safe execution of the software.

The B formal method is at the core of the software development process. Mathematical proof
ensures that the software complies with its speci cation (functional model) and guarantees the
absence of programming errors while avoiding unit testing and integration testing. Moreover only
one functional model is used to produce automatically the redundant software, avoiding the need to
have two independent teams for its developrient

The safety principles are built-in, both at software level and at hardware level (2002 hardware,
4004 softwaré). They are out of reach of the developer who cannot alter them. The detection of
any divergent behaviour among the two processors (PIC32 micro-controllers) and the four instances
of the software is handled by the platform. The safety veri cation includes cross checks between
software instances and between micro-controllers, memory integrity, ability to control outputs, etc.

) The CSSP Starter kits SKO and SK1 are only for education and industrial prototyping
respectively. If the software generated by the Atelier CSSP is the one that will be running
on the nal safety critical system, the electronics of SKO and SK1 do not comply with SIL3
/ SIL4 requirements. One of the reasons is that such electronics would largely increase the
board prices and it would be clearly against the dissemination of the technology.

However the CSSP Core Module (available by the end of 2019), a daughter board to be
plugged on a motherboard with digital 10s, will be SIL4-ready and usable in a real safety
critical application.

1as required by railways standards for the highest SILs, for examples
2put for "2 out of 2" and "4 out of 4", are consensus voting principles used for safety architectures, where all
processors have to obtain the results to initiate a potentially dangerous action.
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Tool support

Working with the CSSP requires, as a minimum, access to the Atelier CSSP, an IDE derived from
Atelier B 4 and extended with speci ¢ features like diverse code generation and CSSP starter kit
con guration. This IDE allows to create a CSSP project, specify and implement the behaviour of
the CSSP, typecheck and compile the project. Finally the IDE allows to upload the program on
the CSSP and to monitor its execution. For the execution of the program, either CSSP starter kit O
(SKo) or 1 (SK;) board may be used. The only difference between the two boards is the number of
digital IOs (5 for Sky, 28 for SKy).

Who this book is for

This book is intended primarily as a textbook for post-graduate courses . It is also appropriate
for courses on formal methods in general and on (safety related) embedded systems. The book
assumes no prior knowledge of formal methods or of reasoning about programs. However it
assumes a previous exposure to logic and a basic ability to manipulate simple logic and set theoretic
expressions. No prior knowledge of the modelling language, namely the B language, is required as
language elements will be introduced when needed. Moreover, as project skeletons are automatically
generated, being able to develop a full B project is not required: programming the CSSP requires
one component (the user_logic operation) to be modi ed and possibly new components to be added.

To the instructor

This book has grown out of a course based around the B method and the CLEARSY Safety Platform,
developed over a period of three years in Brazil, Canada, France, Italy, Portugal and UK. The
material is organised to introduce the central ideas as quickly as possible. This allows the students
to become familiar with the tool support at the earliest possible stage, and to use it to develop their
own programs. It also means that the students learn the B-method from a software engineering
point of view, as they are taught from the viewpoint of using the B-method,instead of the theory
beneath. Such theory and language elements are introduced as and when they are needed. The
Atelier CSSP generates a pre- lled B project, so the students do not need to develop a full B project
but only to complete the speci cation and implementation of some CONSTANTS, VARIABLES,
and OPERATIONS. The rst part of the book introduces the overall picture, the development
process, and the language elements. They have to be read in this order. The second part of the
book contains a number of examples. The rst two are related to synchronous and combinatorial
programming, they have to be completed before moving to the next ones.

For any further information, requests or questions, please contact:

contact-csp@clearsy.com

Book organisation

This book has an associated website, accessible from
https://www.clearsy.com/en/our-tools/clearsy-safety-platform/

This website contains the source code of all the examples and exercises presented in this book.

Shttps:/iwww.clearsy.com/en/our-tools/clearsy-safety-platform/
“https:/iwww.atelierb.eu/en/
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(2. Introduction

Developing safety critical applications often requires rare human resources to complete successfully,
while off-the-shelf block solutions appear dif cult to adapt especially during short-term projects.
The CLEARSY Safety Platform ful Is a need for a technical solution to overcome the dif culties

of developing SIL3/SIL4 system with its technology based on a double-processor and a formal
method with proof to ensure safety at the highest level[Lec16]. The formal method, namely the B
method[Abr96], has been heavily used in the railway industry for decades[Lec09][Lec08][Ben11].
Using its IDE, Atelier B, to program the CLEARSY Safety Platform ensures a higher level of
con dence in the generated software.

Figure 2.1: Metros and trains equipped with B SIL4 software

The CLEARSY Safety Platform is both a software and a hardware platform aimed at designing
and executing safety critical applications. One formal modelling language is used to program
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the board. Programs are developed using the dedicated IDE or could be the by-product of some
translation from a Domain Speci ¢ Language to B. The IDE takes care of the veri cation of the
software (type check, proof, compilation) and then ensures its upload to the hardware platform.
The program is guaranteed to execute until a misbehaviour is detected, leading to a safe restricted
mode where board outputs are deactivated.

The CLEARSY Safety Platform eases the development of safety critical applications as:
it covers the whole development cycle,
the safety principles are built-in and are out of reach of the developer, who cannot alter them,
it is based on a formal language (B) and related proof tools,
the mathematical proof replaces unit and integration testing.

The CLEARSY Safety Platform eases the certi cation of safety critical applications as:
the safety cannot be altered by the developer,
it will come with a certi cation Kit.

The building blocks of the CLEARSY Safety Platform, already certi ed in international projects
during the years 2017 and 2018 by several certi cation bodies, have been used to develop a generic
version of this technology that could t a broader range of applications.

Figure 2.2: Starter kits SK(left) and Sk (right)

The rst starter kit, Sk, allows to experiment with the whole development chain, including the
IDE, using the B-Method and an electronic board hosting the safe execution platform relying on
two P1C32 microcontrollers, providing 3 digital inputs and 2 digital outputs.

The second starter kit, SKis functionally identical to SK. It provides 20 digital inputs
and 8 digital outputs. The core automaton, with its two PIC32 microcontrollers, is hosted on a
motherboard while the inputs/outputs are located on a daughterboard.
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(3. Architecture and Safety Principles

3.1 Introduction to safety

Safety critical systems are systems where life is at risk. @is¢akecould lead to injury or death
(of passengers aboard trains, planes, or cars for example).

One question for a developer is:

"would you dare to execute your program if someone would die in case of a crash / core dump /
fatal error / etc. especially someone you know like a friend or a member of your family?"

Figure 3.1: Double collision which occurred on 8th October 1952 at Harrow and Wealdstone
Station

When you develop a safety system, you are not left alone. Depending on your application
domain, you have standards that provide you guidance based on the safety level you are looking for.
Note that these standards do not provide a de nitive recipe to produce safety systems, but more a
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collection of state-of-the-art recommendations related to the software, hardware, and development
process.

Figure 3.2: Table from IEC 61508 standard showing design recommendations for SIL1 to SIL4
software (R: recommended, HR: highly recommended, NR: not recommended. Note that nothing
here, including formal methods, is mandatory

Before connecting your system to the real world and switching it on, you need to complete
a safety case, that is a demonstration the feared evemti{shot happen more frequently than
expected. For SIL3, it is one failure every 100 years, and for SIL4, one failure every 10,000 years.

For the safety case, you need to consider the whole picture: the hardware (computers, sensors,
actuators, etc.), the software, and the environment at large. The main question is:

"what could happen in case that something fails?"

We are far from the concept: "it compiles, hence it works". The safety case always depends on a
number of hypotheses that restrict the scope. The idea is not to protect against everything but only
to consider a set of "reasonable" situations. As an example, for train collision, we do not consider a

plane that could crash on the tracks.

The "failures" considered are diverse and represent a large spectrum of situations:
speci cation error: we speci ed the wrong system or software.
development error: the speci cation is correct but the implementation does not comply with
its speci cation. It could be a functional mistake: the algorithm is doing something different
from what is expected. It could be non-functional: the operation is performed slower than
expected.

land also maintenance
2in the railway sector, it is mainly train collision
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programming error: numbers are divided by 0, arithmetic computation produces over ow, or
tables are accessed outside of their range.

compilation error: binary code produced does not comply with sourceode

wrong execution: the memory is corrupted (wrong data, wrong instruction, corrupted program
counter), the hardware is failing (wrong instruction execution, incorrect storage/access)
failing hardware: sensors are providing incorrect values, actuators cannot be commanded
properly.

For a SIL4 system, the target reliability is betwekh //h to 10 °/h. Given that a processor
reliability is estimated betweelD 4/h to 10 8/h, a single processor is not suf cient for a SIL3 or
SIL4 system. That is why two processors (or more) are used in parallel (traditionally with a voter -
the two processors have to come to the same decision to initiate a potentially risky*xction
addition, the two processors are equipped with protecting mechanisms that would allow the system
to continue its mission in case of perturbation / failure.

Figure 3.3: Path from requirements to binary code with B

The contribution of B to the safety case is explained in gure 3.3. In this gure, we see the
different stages from requirements to binary code (from top to bottom). The B method covers
the software speci cation and implementation stages (the grey box) where the speci cation and
implementation models are proved (we will see later on what it means). However the inputs and
outputs of this grey box are error prone:

the speci cation model could be different from the natural language requirements. Usually
human based cross veri cation is required - every requirement should be in the model, every
modelling element should be issued from the natural language requirements. Validation
testing also helps to nd mistakes at this stage.

the code generated could be different from the implementation model: the code generator may
alter the semantics of the implementation model due to incorrect code generator speci cation

SWho is reading the binary code these days?
“for example, opening platform screen doors on a metro platform with the risk that waiting passengers could fall on
the tracks if no train is present.
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or bugs.

the binary code could be different form the source code: the compiler may alter the semantics
of the source code, due to improper optimisation options or bugs.

the processor executing the binary code could exhibit a misbehaviour due to either internal
reasons (design or production aw) and/or external reasons (high energy particles, electro-
magnetic waves, etc.).

Usually the last three bullets are taken into account with diversity, given that the program is
executed on two (or more) processors: two different code generators are used to produce two
different source codes from the same formal model. It is very unlikely that two tools developed
with different technologies (programming language, libraries, compiler) and by independent teams
are going to exhibit the same unsafe behaviour under the same conditions. One code generator
could for example use a big endian memory model while the other uses a little endian one. Another
option is to add void instructiorsin one source code only that do not change the nal behaviour
but produce a different binary code. That way a processor perturbation would not affect the two
programs the same way because different parts of each program are being executed.

We can clearly see that in the case of safety systems, the B method is only one part of the
story and other means have to be set up to reach safety related objectives. These means require
rare human resources to complete successfully because of the deep level of understanding of both
hardware and software parts to consider.

Figure 3.4: Path from requirements to binary code with B with the CLEARSY Safety Platform

With the CLEARSY Safety Platform, the very technical aspects related to safety are taken into
account by the platform (see chapter 3.3), leaving the developer to focus only on the development
of the function to perform. In the gure 3.4, the combination of B and CSSP covers all the steps

50ne code could be xx := yy + zz while the otheris xx :=yy +zz+1-1
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from software speci cation to binary code. The developer is only required to be able to specify and
program in B (with DSL if a translator from DSL to B is available), thus less expert pro les could

be used for the development. The only remaining activity to perform (apart from validation testing,
always mandatory) is the traceability/coverage between natural language requirement and formal
modelling. Hence the CLEARSY Safety Platform, with its technology based on a double processor
and a formal method with proof to ensure safety at the highest level, ful Is the need for a technical
solution to overcome the dif culties of developing SIL3/SIL4 systems.

Architecture

The CLEARSY Safety Platform is made of two parts: an IDE to develop the software and an
electronic board to execute this software. The full process is described in gure 3.5.

Figure 3.5: Full path from function description to safe execution with the CLEARSY Safety
Platform. Round boxes are tools, rectangular boxes are les.

It starts with the function speci cation (natural language) to develop. The developer has to
provide a B model of it (speci cation and implementation) using the schema:
the function to program is a loop, where the following steps are performed repeatedly in
sequence:
— the inputs are reafl
— some computation is performed
— the outputs are set
The steps related to inputs and outputs are xed and cannot be modi ed.
Only the computation may be modi ed to obtain the desired behaviour.

The implementation is usually handwritten but could also be generated automatically with the
B Automatic Re nement Tool. The B models are proved (mostly automatically as the level of

SInputs are similar fonC; andnC,, unless the inputs are captured at different times in which case the different
values would cause the platform to enter panic mode.
"However automatic re nement requires a higher level of experience of B and is not covered in this book.
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abstraction of typical command & control applications is low) to be coherent and to contain no
programming error. From the implementable model, two binaries are generated:

binary,, obtained via a dedicated compiler (developed by CLEARSY) transforming a B
model into HEX® le,
binary, produced with the Atelier B C code generator then compiled with the GCC compiler
into another HEX le.

Each binary represents the same function but is supposed to be made of different sequences of
instructions because of the diversity of the toolchains. Then the two binaries barahpinary
are linked with:

a sequencer, in charge of reading inputs, executing birthen binary, and setting the
outputs
a safety library, in charge of performing safety veri cation (more details in chapter 3.3). In
case of failing veri cation, the board enters panic mode, meaning the outputs are deactivated
9, the board status LED start ashing, and the board enters an in nite loop doing nothing. A
hard reset (power off or reset button) is the only possibility to interrupt this panic mode.
The nal program is thus made of binarybinary, the sequencer and the safety library. The
memory mappings of binapyand binary are separate.

This program is then uploaded on the two microcontroligs andnC,. The bootloader, on
the electronic board, checks the integrity of the program (CRC, separate memory spaces). Then both
microcontrollers start to execute the program. During its execution, the following are performed:

internal veri cation:
— every cycle, binaryand binarg memory spaces (variables) are compared
— regularly, binary and binarg memory spaces (program) are compaid
— regularly, the identity between memory output states and physical output states is
checked to detect if the board is unable to command the outputs.
external veri cation:
— regularly (every 50ms at the latest), memory spaces (variables) are compared between
nmC; andnCo.
If any of these veri cations falil, the board enters the panic mode.

The whole process is fully supported by adequate tools. In the gure 3.6, the tools and
text/binary les generated are made explicit for both the application (path used every time an
application is developed) and the safety belt (developed once for all by the IDE development team
11 The tools are issued from Atelier B, except:

the B to HEX compiler, initially developed to control platform screen doors for metro lines
in Brazil. This tool proceeds in two steps: a translation from B to ASM MIPS, then from
ASM MIPS to HEX'?,

the C to HEX GCC compiler.

the linker combining the 2 hex les with the safety sequencer and libraries.

the bootloader

8"Intel HEX is a le format that conveys binary information in ASCII text form. Itis commonly used for programming
microcontrollers, EPROMSs, and other types of programmable logic devices." (Wikipedia)

9No power is provided to the Normally Open (NO) outputs, so the output electric circuits are open.

10This veri cation is performed "in the background" over thousands/millions of cycles, to keep a reasonable cycle
time.

1INote that from the abstract formal model, one part of the software is developed in B with concrete formal model,
while the other part is developed manually. It happens when using B provides no added-value (for example low-level |0).
A component modelled in B and implemented manually is called a basic machine.

12| order to ease debugging as ASM MIPS to HEX is a straightforward line-to-line translation.
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We can clearly see that the CLEARSY Safety Platform is a generic Pla®Ble to perform

command and control over inputs and outputs. The overall architecture is similar among all
instances of the CLEARSY Safety Platform. The differences are due to the physical interface:

5 10s for Sk, 28 for SK;.
digital (Boolean) 10s for SKand Sk, analog 10s in the future.
network connection (messaging) through a maintenance processor, in the future.

r) From a safety point of view, the current architecture is valid for any kind of mono-core
processor. The decision of using PIC32 microcontrollers (able to deliver around 50 DMIPS)
was made based on our knowledge and experience of this processor. Implementing the
CLEARSY Safety Platform on other hardwafewould "only" require the existing electronic
board and software tools to be modi ed, without impacting much the safety demonstration.

Figure 3.6: Tools and les involved in the generation of the software

3.3 Safety Principles

The safety is built on top of few principles:

a B formal model of the function to develop, proved to be coherent, to correctly implement
its speci cation, and to be programming error-free,

four instances of the same function running on two microcontrollers (two per microcontroller
with different binaries obtained from diverse tool-chains) and the detection of any divergent
behaviour among the four instances,

the deferred cross-veri cation of the programs on the tvii%

13+A Programmable Logic Controller is an industrial digital computer which has been ruggedized and adapted for

the control of manufacturing processes, such as assembly lines, or robotic devices, or any activity that requires high
reliability control and ease of programming and process fault diagnosis." (wikipedia)

145TM32 for example
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outputs require bothC; andnC, to be alive and running as one provides energy and the
other one the command,
output physical states are regularly veri ed to comply with the memory states, to check the
ability of the board to command its outputs,
input signals are continuous (0 or 5V) and are made dynamic (addition of a frequency signal)
to prevent the short-circuit current from being considered as high level (permissive) logic.

Stage # | Failure CSSP veri cation

speci cation 1 | Typing error Typechecker tool detects typing error

speci cation 2 | Speci ed behaviour incompatible Unprovable proof obligation indicates
with invariant properties speci cation mistake

implementation| 3 | Typing error Typechecker tool detects typing error

implementation Implemented behaviour incompatible, Unprovable proof obligation indicates
with invariant properties implementation mistake

implementation| 4 | Implemented behaviour incompatible| Unprovable proof obligation indicate
with speci ed behaviour implementation mistake

implementation| 5 | Over ow capable arithmetic operators Detected by the B-to-HEX compiler
used instead of dedicated ones

implementation| 6 | IF clause with more than one conditignDetected by the B-to-HEX compiler
(BO language restriction)

implementation| 7 | LOCAL variables not typed before use Detected by the B-to-HEX compiler
(BO language restriction)

code generation 8 | Syntax errors in the C generated code Detected by the MICROCHIP compile

code generation 9 | Incorrect naming in the C Detected by the linker
generated code

code generation 10 | Incorrect memory map Memory overlap detected by the

bootloader

Table 3.1: Veri cation performed during development

—

However, as explained in the chapter 1, the electronic board lacks some vital elements to comply
with highest SIL requirements like:
ensure galvanic isolation between the two half-boards, to prevent that one side of the board
wrongly provides energy to the other side's outputs,
activate safety outputs with a sinusoidal sigttahstead of a continuous signal, to ignore

fault current and activate output.
These missing features are only needed for real-life safety critical systems and do not prevent
developers, whether students, researchers or engineers, from using the CLEARSY Safety Platform
for education and prototype development.
The veri cation performed by the CLEARSY Safety Platform, either during development or
execution stages, is summarised in tables 3.1 and 3.2.

15The microcontroller needs to be alive to generate the sinusoidal signal.
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Stage # | Failure CSSP veri cation
compilation | 11 | Wrong binary code generated Detected during execution by safety
library by comparing binaryand
binary, variables in memory
with CRC on the sameC
uploading | 12 | Incorrect transfer between hostDetected by bootloader during upload (CR
and electronic board and during execution over several cycles
execution | 13 | RAM error (variables) Detected by comparing binary
and binary variables in memory
with CRC on the sametC
execution | 14 | RAM error (program) Detected by comparing binary
and binary program in memory
with CRC with the othentC
execution 15 | Failure of onenC Detected by handshake betwedt;
andntC; at least every 50 ms
execution 16 | Outputs not command-able | Detected by checking physical state
and command issued by the software

Table 3.2: Veri cation performed during execution
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4.1 Installation

The starter kit Sl is composed of:
The CLEARSY Safety Platform board
A micro-USB connector to upload the software and to monitor its execution
A power supply
3 switches connected to the 3 digital inpugslb and k
The development environment running on Windows
The user manual (this book)

Figure 4.1: The CLEARSY Safety Platform starter kit O

) Warning ! Do not connect the board to your PC before having completed the installation
of the FTDI driver. Sometimes Windows installs another (inadequate) driver that prevents
any further communication with the board. Then removing this driver is mandatory before
installing the FTDI driver.
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The installation of the development environment is as follow:
download the installer le containing the IDE The le is around 0.4 GB.
execute the installer and install it to a directory. It requires 3 GB of free space on your hard
disk. Choose preferably a path which does not contain spaces or special characters.
install the FTDI driver. Execute the le CDM21228_Setup.exe in the directory "Drivers
& runtime". This driver is required to emulate the CSSP serial port over USB in order to
communicate with the board (upload, monitor).

Figure 4.2: The directory where the IDE has been installed. The two scripts to use for respec-
tively con guring and starting the IDE are highlighted in red. Register LCHIP.cmd is executed
automatically during installation. startAB.cmd launches the CSSP IDE.

4.2 A rstrun

During this rst run, we are going to experiment with the full process of programming the
CLEARSY Safety Platform. Let us start by executing the startAB.cmd script to verify that
the installation has been completed. You should obtain the window shown in the gure 4.3 with the
two projectsClockandCombinatoriallisted in the left pane.

Figure 4.3: The Atelier CSSP main window when executing the startAB.cmd script

1When you buy a CSSP starter kit, you receive by email a link to download the IDE.
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) Troubleshooting
If the two projectClockandCombinatorialdo not show up on the project list pane (left),

you probably do not have the rights to modify the Atelier B con guration les in the directory
press/bdb.

Power the board by using the power supply. Connect the CLEARSY Safety Platform to your PC
with a micro-USB cable. The board should now have some LEDs on after few seconds. The board
is executing the program that was previously uploaded in memory. If it is the very rst use of the
board, the ash memory is empty and the board is literally doing nothing.
Let us create our rst CLEARSY Safety Platform project:

go to the menu Atelier B / New / Project.

select "Software development" and "De ne as CSSP project” ( gure 4.4).

enter a project name that is not yet de ned in the project list pane

Figure 4.4: Information required to create a CSSP project

click "Next" then "Finish".

a new window requires you to select the board type - keep the default choice "SK0" and press
"OK".

a new window shows up to con gure the number and names of the I1O0s.

click on "create new board".

a graphical representation of the board appears together with two panes on the right that
allow to select the inputs to use and to edit their default name ( gure 4.5).

Figure 4.5: The con guration window to select the inputs/outputs and to modify the default naming
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